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Viewing  cable  09BERLIN449,  S)  GERMANY  INFORMED  ABOUT  POSSIBLE 
IRANIAN  UAV 


If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to 
discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts; 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent, 
and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes 
information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject, 
references  to  other  cables  Ibrowse  bv  origin  to  find  them)  or  additional  comment.  This  is  followed 
by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article 
as  reference. 


Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference 
number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also  possible  by  copying  the  appropriate 
link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like 
Twitter  with  the  hash  tags  #cablegate  and  a hash  containing  the  reference  ID  e.g.  #09BERLIN449. 

Reference  ID  Created  Released  Classification  Origin 

09BERLIN449  2009-04-16  14:49  2011-08-30  01:44  SECRET  Embassy  Berlin 

Appears  in  these  articles: 

http://www.semana.com/mundo/wikileaks-venezuela-misterioso-vinculo-entre-caracas-teheran/158978- 

3.aspx 
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STATE  FOR  EUR/CE  PETER  SCHROEDER 
STATE  FOR  ISN/CATR  MARGARET  T.  MITCHELL 
STATE  FOR  EUR/PRA  MATT  HARDIMAN 
STATE  FOR  NEA,  10,  WHA  AND  T 

E.O.  12958:  DECL:  04/16/2034 

TAGS:  PARM  PREL  MASS  ETTC  TU  VE  IR  GM 

SUBJECT:  (S)  GERMANY  INFORMED  ABOUT  POSSIBLE  IRANIAN  UAV 

SHIPMENT  THROUGH  HAMBURG 


REF:  A.  STATE  28302 

I. B.  ANKARA  450 
1C.  STATE  36834 

Classified  By:  Global  Affairs  Unit  Chief  Don  L.  Brown  for 
reasons  1.4  (b),  (c),  and  (d). 

II.  (S//NF)  German  officials  have  agreed  to  immediately 
notify  their  competent  authorities  about  an  imminent  shipment 
of  Iranian  origin  UAV  parts  to  Venezuela  in  the  coming  weeks, 
possibly  through  Hamburg.  On  April  15,  EconOff  delivered  the 
REF  C demarche  to  German  MFA  export  control  officers  led  by 
Markus  Klinger,  Deputy  Office  Director  for  Export  Controls. 
PolOff  delivered  the  demarche  in  parallel  to  MFA  Arms  Control 
Desk  Officer  Hans  Koeppel.  Klinger  said  Germany  is  glad  to 
assist  in  preventing  this  shipment  to  Venezuela,  but  said 
that  more  detailed  information  concerning  the  goods  and  date 
of  possible  shipment  would  be  very  helpful.  Koeppel,  having 
previously  served  in  Caracas,  noted  that  cargo  flights 
between  Iran  and  Venezuela  are  scheduled  to  occur  on  a weekly 
basis  and  questioned  why  the  Iranians  wouldn,t  simply  fly 
this  shipment  directly  to  Venezuela. 

^2.  (S//NF)  The  German  export  control  officials,  ever 
sensitive  to  potential  legal  vulnerability  on  export  control 
matters,  said  that  based  on  the  REF  C information  they  would 
need  to  examine  their  legal  position  on  this  case,  given  that 
action  may  be  required.  Specifically,  they  asked  whether 
these  items  (UAV  components)  are  clearly  Wassenaar-listed 
items  and  whether  they  would  be  considered  "arms  or  related 
materials"  pursuant  to  the  UNSCR  1747  operative  paragraph  5, 
prohibiting  Iran  from  exporting  arms  or  related  materials. 
Post  will  report  any  substantive  German  response  septel. 
Koenig 


